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QUANTISCA

API TERMS OF USE

Last Updated: 29/01/2026

Applies to all Quantisca APl endpoints, integrations, and developer tools

1. Intfroduction

These API Terms of Use (“Terms”) govern access to and use of any Quantisca (“we”, “us”,

“our”) application programming interfaces, developer tools, webhooks, or integrations (“API”).

By accessing or using the API, you (“Developer”, “User”, “you”) agree fo these Terms.

2. Eligibility

To use the API, you must:

be at least 18 years old

have legal capacity

provide accurate registration information
comply with all Quantisca policies

use the APl only for lawful purposes

Quantisca may approve or deny API access at its discretion.

3. License to Use the API

Quantisca grants you a limited, revocable, non exclusive, non transferable license to:



QUANTISCA.COM — PRIVATE ACCESS

access the API
build infegrations with Quantisca Products

use APl responses for permitted purposes

This license does not grant:

ownership rights
rights to redistribute the API
rights to resell access

rights to create competing services

Quantisca may revoke this license at any time.

4. Prohibited Activities

You may not:

4.1. Abuse or Misuse

overload or stress the API
bypass rate limits

scrape or harvest data
automate unauthorized actions

use the API for spam or malicious activity

4.2. Security Violations

attempt to access other users’ data
reverse engineer the API
probe or scan Quantisca systems

interfere with security mechanisms

4.3. Unauthorized Commercial Use

resell APl access
build competing products

use the API to replicate Quantisca features
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4.4, Harmful Behavior

. distribute malware
. manipulate API responses
. misrepresent your integration

Violations may result in immediate termination.

5. API Keys & Authentication

You must:

. keep API keys confidential

. store keys securely

. not share keys with third parties

. rotate keys if compromised

. notify Quantisca of unauthorized access

Quantisca may regenerate or revoke keys at any time.

6. Rate Limits

Quantisca may impose:

. request limits

. concurrency limits
. bandwidth limits

. usage quotas

Exceeding limits may result in:

. throttling
. temporary suspension
. permanent termination

Rate limits may change without notice.

7. Data Usage

You may use API data only for:
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. permitted integrations
. internal applications
. approved use cases

You may not:

. store sensitive data unnecessarily

. resell or redistribute data

. use data for profiling or surveillance

. combine data with third party datasets for commercial resale

8. No Warranty

The APl is provided “as is” and “as available”.

Quantisca does not guarantee:

. uptime

. accuracy

. stability

. compatibility

. uninterrupted access
. future availability

API behavior may change at any time.

Q. Modifications & Deprecation

Quantisca may:

. modify endpoints

. change response formats

. add or remove features

. deprecate or discontinue the API

without prior notice.

You are responsible for updating your integration.
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10. Security

You must:

. implement secure coding practices
. use HTTPS

. protect user data

. prevent unauthorized access

. comply with applicable laws

Quantisca may audit API usage for security purposes.

1. Liability

To the maximum extent permitted by law, Quantisca is not liable for:

. financial losses

. data loss

. downtime

. integration failures

. incorrect APl responses
. third party issues

. user misconfiguration

Your sole remedy is to stop using the API.

12. Termination

Quantisca may suspend or terminate APl access if:

. you violate these Terms

. you pose a security risk

. your integration causes instability
. you misuse or abuse the API

. you engage in fraudulent activity

Upon termination:

. all APl access ends immediately
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. all keys are revoked
. all integrations must stop functioning

No refunds or compensation are provided.

13. Governing Law

These Terms are governed exclusively by the laws of:
[chosen jurisdiction: Estonia / United Kingdom / United Arab Emirates]

All disputes shall be resolved exclusively in the courts of that jurisdiction.

14. Changes to These Terms

Quantisca may update these Terms at any time. Continued use of the API constitutes

acceptance of the updated version.

15. Contact

For APl inquiries, contact: contact@quantisca.com



